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— MErE~2HFRE

(—) MR LB AT 1R

WK, WEREZeRHhELl, BEXEEFEENOE. K
R MEABE BFEFELARBERTHRA, WETLHHE
3 W 5 A L R R A IR A R

1. B R %= 08 35 4 F it IR K R

B 2015 FEREREBAZC A 2T H” HEN BERE N
X, BEEWEZEE SN EEREFFEMRI. —RERFNEZR
EALN 4 E AR w P EK”. 20174 4 A, BEEFAERGE WS
ZEIRALY, A (HEREEXFEZED, EF X TN
K. BEREIA L. 2017 F 6 A, EHREGEEEZLBFE XA
(UNGGE) 2 £, XRAEZER (REwRED JIAREZE
B, SEMERFET EoM, RE 25 ERERMAMERETHA
BT BRIER., —RNEFENERRFINEKRR. T K. it h
B, XE T 2017 F 8 W& AN — RAF & & A,
HTREE 133 LMEEHFMANT &K, XEEKGHAE 2018
7 A RAT 4580 77 R TR R, MR RB ARG “PEMRE,
B W FABAT R RS WA RE ST, “2019 M4 B A%
ERET AT ME BB BERRENTF, HTEEGTLEEEN
BATHIA. FEE 2017 FHRERE FFATHFHEA T WELE.

! G7 Declaration on Responsible States Behavior in Cyberspace, http://www.g8.utoronto.ca/foreign/170411-
cyberspace.html
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THhEW &k . BT 2017 £ 12 AKE RN %24 R ERN
R &I RO E X AR ER, AU N S ZATREZEN L&
& (GNP) #7 0.2-0.3%. H ABUR A # AR CF 8 15 17 #4140,
FH7E 2019 4 % 2023 F 8], F X% RS KW 4% 8] &k A PA e 7] 4
. WA T WED T SRR .
2. MEERFaL. B, REMALTZE
ANTEREFEAGRA . WS R B FH LR, AR
HEWGERENERRFR, “BEFAAE BHREN™R, —2K
FHRABKL AT ATEREHHAURES TRELI W L%
REG KR, HEFRAEBRE. B, 2ot g K. B
EHETEENH FH R, FRMTEFREZT L EHHFBEAN
Wik, ZRH SIS RE A K. ARE %4 8 Distil Networks
KATH) 2018 TENB R EHRSE?) , 2017 FAREF 21.8% N L&
MBI E, 8 & —F4K 9.5%, H o, &% % EA.%& % & ( Advanced
Persistent Bots, APBs) i thiEik 74%. Hx T— R TERE, BX
| BBV BRE R AENE. HERERTE. T IP it
77 R, SEBLE O A, WL O Y B 3 AR E R ER
ZRWERBHL WA AEE, BE/LAED WK, 2017 5 A,
WannaCry B & &% %, 23K 150 2AEFK. 20 £ 7 6w Z 5| ¥
W, BUHABGEETCET, BT THERBENZAE .

2 2018 Bad Bot Report; https://resources.distilnetworks.com/white-paper-reports/2018-bad-bot-report
2
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WannaCry #) % & f Al (R BIER AT 2RE “REZE” , &
77 A2 X4 4 (Equation Group ) A XE kB T A EHTHE. B
B, XEFREREEENTRAMANERBEHNDHE, ot TES
HERRE. X—Fh, —HERHE - EALSRFAE R B L HE,
% E A R W 4 KB AR g K D3t — P KRG HAE R A
£7, AbERNE T EE G W ERBEERFFLTR, ki
GWERGEN; B E, WERBRERE . #E k. 5%
K, AT B FEbE. FAREBREREL, BHBLEME
B R el £ %Ay hmit 2t P25 R 2 kS AR, B A R ] 8
B 2 b 0 R

3. BF BRI NGARFELLREEHER

L, H—RBRFURACEE R, 2REFEFEDLE, &
ARG KE 5| B REEF F0H &M, 5HER, HE
TR EER L RR MM E R, RAXZRFEFL
B ARFE T . —RH F R R ik TR RI5E, A
THAFHAMNE L ARENRFR. MEGSET LT, W, &
s R SRtk W& ZaRngiingEEN. 2B, I
Pl Tk BB S5 AT X T B REL Bl e, EENGUR, SF 1A,
X [E BT A9 Hancock Health # 2| 8y % £ #+ SamSam K &, ST 5.5
FHETEA; 8 A, ¥%%S Globelmposter k%, % X AA EWR+
H. Eh@EME, 2 A, BRMERT RS A CoinCheck # 2| JkiE N\
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&, BEGBRIME 53 LETHEFHRT, FELFTTHER;
8 H ., 4% 2% = K447 1 A # % DDoS K )5, ¥ I F #47# % DDoS
B BAAE W fol F k. —RUBENRFEFURAESR, £4
BHEFBEN. BBW T 5 ILREE P AR, HE IR0 i
FH, APAANE BRI EA R B A BRI 2 S KR A
Wk, X BHEM L. R Verizon & A th 2018 H 3B 44,
2017 4F 23R K A B 53000 4 M 4 22 F 4, A 2216 27 A 216
%. 2018 4 3 A, S AT 8 de ik R B4 ( Facebook ) L2 1t
5000 7 il P 48, 3 1 7 v 4 A R oK S RO, BR R A
Bxrly, ZRUEEFN LA WEB k&, —FH, HFEHF
THASFE. THEARRZ, AFEFBE6SRA, SEANENK
R ORI . R A, BO% SN TR B B R HT AR, o
ANIBGBOEETEY, FESERAFEIESREFNG; Kk
HEANFEELENG, B ANRE s AN EeE B,

(=) ZE2ERBIULMLEZLEBEART LEAFE

. HFE@RA NG REER

WA R, ZEBFAW 4N T E N EZLBRATERR, FH
FABKP LG T2 AT, AZ2T LR RREF 6. Fri
EHREL T REL BTN EZ 20 ENSE, 2018 4Dk, XE
TR T %10 P25 A8 R BUR U, #— 5 5 b W 4 & 2 BUR 3

3 Cambridge Analytica
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T, B BHHEFRES BORF TR (NIST) (FR X7 %
MW 2 A AEZRY o BRIRES CRRIRAT LN & a2 Fitk) B4
L ( DHS (W 25 % 2 ) . B X %A w5 Ki8% 7 4 (NSTAC)
(M2 “BA” Ry %. EEBUTWEZAZET 2018 £ 6 A
ke A7 e W % 52 A Ak AR B ( Minimum Cyber Security Standard ) 4, A
WAl R Rl mE AR A EANER, RET —ERE AR
TR AR A K AT B TR SR RO R R B S E B R 1] AR BUR
NFERIA . AL T AR AL A K B 4 S ARBEHON, AL AW P
A

2. Aa K P -ae A ARIRE AR ) B

WEK, FEENEZ2GHNEXRIBNBEEREK, EFH L
12 [E] P i o TR SR FE M B TR B, A0 P2 e RO E N BRG] . 2018 4R E
P % B A AR b %A, Eaprf. Siize. RAMmEML
AR S & RAE B E 5 AT A RN, &FE L 1513 0%
G, FE “2019 MH4FE AR 27 K P % A TUHE K8 ir £ 300
X7, BABEHEARLE. ¥ ARYRR. BUBRLEE. XFHA
TR ARRETFESETERAER M E L2080, XE (ERF
ZeralkEg) (2016-2021) =i, FEBFHEN 19 108485 75
Bz 1. WEFAFRERFKEGUETZFmI LI, EXMNEE
BHAMZFNF LR REITK, SR HHGEAR . AR

4 SRIE: https://www.gov.uk/government/publications/the-minimum-cyber-security-standard
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VB R o P s e A SR B B FFE, 4R 9000 77 T 5 AR
(%2443 7 %0) . BEEGHKANBRIHKE 2018 4 9 A=54,
KRR LSRN 2 LWL R & %25 AR R, P
fr K0T = B B3 & 2 % i kR (DARPA) , EE 8 TH#HH
£ W 42 HARAFHT

3. FF| M2 AP AR )7 @)

XE. EET S ER T LA RS, G & AR
BlF & . 2018 4 3 A, XEELZA2HFFHE AR (Science and
Technology, S&T) X7 (2018 P4 2 A# A R4EFH Y (2018 W 4 %
AMAAIHY SHIHEE XM, Hd, (2018 W& T 20 HE ALK
MY REZREKAT, etk 70 2 MUAMAT F UK T4 T R4
&, MEHHEA. GHETE. DDOS 4. MBI, FEBLE%
BB EARGE,; (2018 W& ZAHAEHTY RANET S&T X #H
W W 4 % 2 KRB, kb ME R R & 0 AR I AL
Pk Baida® 13MUE, R T AR F F0 DHS &
ARHT IR R R . 18 B ZE AR 5 E T X | 2020 LN 1.8 ALEX
TR E R W % 7 AR R TUE e . #lan, IUNO JUH &6 7 a4
A S | AN S N AN 2 B AN = S5 /N e B R i v N = 14
FAn R AN, AWM S B E R ARMEBRT £,

4, AFNEZL2BE R mE o

5 SK¥YE: https://www.dhs.gov/science-and-technology/news/2018/03/12/news-release-st-announces-release-new-
cybersecurity-research
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o DUE T T E R e A XA B B E AU, #EE
ATH AW Z2BR 7m0, UREXF, 2016 F, 3[E 800 X
P 2 2 O SR Bk B 15 AL 3R, hE— AR
VKR, TERFEE NG AL AL, EETF 2018 43 AX
AW Al o keEy, RIEK, KEERR ZH (DIT) ¥4 A
HemkhEL, SHMBFHT. RHAHLER. FAR. TLRE
FAT WA EAA TE R E 616, REZHMAET ZhodEEF &, €
B o B P 4 2 2 TE T 51 2 fn i Bt
(Z) MR BEARREHNERFHRE B
1. BFACRAIR ) & & 537 P 42 4| AR G b &Rk
ZHHE. WEKNE 1T BALE. BEXFHMERAHES
MERBE, Wb B 0E 5T F &G CRR A A g E5R. 2017
£, FREE G FIERTIZAREY 4726 LETT, B 2016 FHK
T 9.15%. MBeASURBERIE KR4, Fo. LAKEN
FONR T, i B RERE R ER AT ELSLE. —&
SREEPAE S FRIREEd, NXEZEA. SN EREN
WEEE TR A, IBM . One Identity % Bt SR IaHE T
H (IGA), #RMrahA#EM 5%, LEE R AR EI R, BLEF
e XA BRI T 6 RKEHHE. —BEREFX(SSO). ZHT

6 Gy E 515 A $EH]: Identity and Access Management, IAM, 3835+ W 4% FR 44N FH P R0 R BUSR A
BUEHL, WA ESIA A, AT AR AT . B RVE S S SO ik R XU
T BRI Gartner
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5 ¥ (MFA) %67 [ B, B 38 R Rk 77 DUROR B 2R 3035 i SR A
BABAREIRE L. BENGIERANEG R EAENEE T,
T P AT A S FF S 09 B 0 Bo ik, ¥ DL % M o4 7R 1T & 7 B
A PR, = E. Tk, 10T S8 2230350 0 324 B R
B, KAl B FAEAUH, B R IETF T 8 ACE 87 %8 4L IE AT 7T
KT OAuth2.0 By AIEALH], DAAR AR & F IR 20 3R [F) AL, = B4 AUK
F % HE8 ( Privileged Access Management, PAM ) & 75, KigHLAh
Forrester A 47, 80%Fy #4541 5 A AUK P R G A K5 £4
A One Identity W& BT, 54%HN T EMERBLT. BT R%E
SRR P, STY%H Z V4 Rk ik 2T R AR P i A 5.
EE R AUK P E RN TR A, WX WA E AR 3-5 iR
§ K. CyberArk. IBM. Cisco </ B Bl SE 45 A ST % 2R 37 A YL I
FAUK P AT A E T, Z2TEREMFHEY TF 60" &, THERXH%
. EMIRA SRR AT & 0BG T R B SN
Bl AR X sk SRR R T 5 8 B8 A [2] 92 ) 0 oy 52 B I A R T
SecureKey 3 i T 2T IBM X k4 8 F & 12 W 4. Shocard ¥ X 3k
FEPORBEN TAM folt S B TRk F. WAL R A L 7 B9 g U
AR RA M T B L 4F, @LRBUT P AT N A RAFAL, 6] 40 fil
BEN. BENFEENIEL. B4AFAET X,

8 RPBU T AR BAT RO BUR I <G 7, SRR — Bk R, RSO i mT A i ] Aol (1
IT ZERHAEH, ZEF] Al TiRe, GIUREEE . SRRV hilnlk 5EE

8
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2. TEELARS WRLEAHE

P 2 % AT B LA, R e & Z 2% AL &L
Mk, (ER MRS DL m TRETEHRAHZEOLREL L L
Z RS, ARYE Gartner $04E, 2017 4 7] 4 3% 2 3 ML 34 & 103
L%T0, #2016 43K 9.5%, BARMARZ 2T KE, T8
HBEAREFENWTHA: —AERERMMAFTREL, XEthizE
Ak % F k. GDPR A R DLk, B4 A 077 i fn o AT 75 Sk BN 7R 2L,
IBM. Symantec FEA2IKELELZMNRE Mz EHFN (SOC). HE9% i
RYELAMEFBANS LGS B 508 Fe, Rbfrg s/ A
Bl By RIET R R S R T B, RS ET
—RWTHRA. B—HE, EEEERXEREMRERY, B
W4 K A A H AN R 4F R . BT. AT&T. Verizon 4 #. 15 i2
EHRMNE. ZHERS S 1T MRS, HWEETEELLRS
GURM T AR T KBRS, AR O T AFES IT SM R
S B —fh. TEA. EZARN T E, BEBHEET T RGN
B A W MIRE 47, 455 DDoS Uik B #1473, Aoy Hfh ) B A B &
WAL RF IR % B HT IS =07 SRR FER R A0 £ 5 o BUIME B R IEH By
EEZEFRA TRMKAApITa S, #t—FHBT AP RS,

3. ERAF ARG R AL

O vE: WEH 4RSS (Managed Security Services, MSS), tHFRZEFLERS, k] B4t w4aia
YEfRSs, AIEIM A E AR NI BT R A . AT I 2 4 IR 55 4R AL R 8 PR Managed
Security Services Provider, MSSP.

9
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ZRAETYARNFEREE KL 240 H ML B
ZAFABF A . R Gartner #1E, 2017 F = &4 W ML 2|
49.07 {L# 75, Mt 2016 8K 21.64%. N % =HF. EALAE
BHl. BERLEMERN Z L2 RATE. — R EA2RE
(CASB) Wi 4 mkl. =i EZ2REAER P oz ksl e &
MREARE, BIRLEEANE . FEER AT R FiREEE
Bl & R By R PR fn 22 4 SR, AR 5 = b H] Fo 4148 22 . Gartner TN
2| 2020 4F, 60%4 A H =3 [ 2R IEER = e B RS
BR, £R) BHCHREZH L2 KRE &, ¥ Bitglass.
Symantec. Skyhigh (McAfee 2018 418 ). Netskope %56 X ) # &
T fAZE. —fzTEAHRRYE F5 (CWPP) i 2 E.
ERE E. RETH. RGNE. RATE. FRMRESHES
& f7 2 A% E, Trendmicro. Tripwire. Dome9 . Stackrox . vArmour.
HyTrust % HARIE S 2 TERBRF F a2 ELE. HES.
S#H RS EDR SR AT RURESZ ZFHRHER . =R 1 HRF
FES LAWY, &N RANZ L AWS. B 2006 Fi &
IR, AWS —HEHASHEREARLLENERLG E, EX2THAE
AT AESEERERL, ENH T (Marketplace ) 36k B
TrendMicro. Paloalto. Cisco. Sophos %37 300 4™/ Bt 819 &K %4
FEmA RS, BT P FE NS ERE. 22015 FUk, AWS A4
T 16 AE LML BARS, R REHES FEEH.

10
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ZRAEEFRS NARF S0EE. BREBENRS. §ath®
2EFY, BRERZLZETH, BAT “Z+%27 h— K@k
S

4. BIMEFRBAIRSGZ Y A G E M

B EREARS T EANESE AN LB EE L LR
JELHA RS e R A R B BRI E IR, bk B A A
FRAEREEEET AL R, WEAE RN REBRIT A& L2
. EARFARSE. BRREFR. BEARIHFE I KB
S . AL, B A% TAE. Gartner Fll, 22020 4, 15% 4y KA
A Mk A5 R BT N R B AR A R, IT Aol 72 R B 384T
BAT R FFEAWT, 2018 SF A ZER . flim, L3 technologies ¥
Azimuth Security’* 5 Linchpin Labs'?, 3452 IR & 8 5E . ZE 147 M
Aoz 2T #6 17;Splunk LA 3 AZBXIGHX Y Phantom Cyber'®, 173 F i&
Iz 5246k #7; Verizon 7 1 Niddel, FFBEg & 0k 4% . B 7R
%A B G va e, WA E AR R A A — AR B R
P o) & 4295, Blueliv. Flashpoint 1 Group-IB &4 iE K B & %
R0 AT IR R SL T TR B R R T &, R X IPL W 3
kT ELMERERELN. —RRERBERTERS.

LookingGlass. Anomali f1 ThreatConnect %) B 7 T H ¥ &

10 SRJE: https://aws.amazon.com/cn/
Wy WAL %428 ]

12 VE: MERL RN

By, EEZEAT

11
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BRI T &, TIPSR A AR e, LI AR
e heT 2 £ AN EE., Z2REMERMER A2 RS.
il 4 FireEye, Group-IB %1 LookingGlass %4\l b 4% ¥ & W1 4% 66 1
BN B R G BRI 2o, SR 0] dn gt aof i P Fm IR Y W 42 Al 55
# A AR 4 DL MRTIS oy Hob i 4. PR B 6 3R 5 %27 & Y
G Bl e, BIE R G ZAEE TR (SOC ). 4 F 4 B i (SIEM)
e,

5. ALKEEHERAEE ML LAY EZF T

HRE ATH BN R R 46 R, P42 2R B o A TH
A oL | oy B VE KA 2 —. 4% CB Insights Ziit, B #TEFF LT A 80
REMFAATIERBEAN T2 E, HP s L mB ¥ &
Tanium F2% §6 FM 447 ) 7 Cylance W81t 10 2. % 1. £E¥H#
N20MLERTXFALE G SORN A, R &L eZE R M —.
AT e RS 2 5 BN DR AL BB A2 48 AT 4 PR Fo KU B,
FHREANE SN Bt eRafomi, B2l HE&RE
4. B #, Skycure. Darktrace. Authbase. CyberFog % — & 41 #r
BN ARG ATH BN AT HREE. FERETF.
REATAGN . Ba%ae. MHENLeF9E. B kFE, ATH
e TE B B 20 Ak W4V B <5 07 DL 5| T e % T, B R E .

Yok e AamdE, R, S Hr AL g
15 9k MRIT 2 WL B E R, AR I0C CHARTEFRHR) . SCIHEZEA IP Rk =Mk
}:1:!
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(W) ME&Z2AFLIREREE AR

I M%2e/ied RRiggK, ERLHKEE LD

WA EE, MEZARME RPGER I, AT HERPHE R
. BTN, 2019 4 4 %4 )AL B 0 £ 100-200 7,
T %] 2021 46 0L 2] 350 7 A, W& LA RALFR KK T
Bz NTHEHESY. 4H0E TN ER BT, EEAF. AN E
FER BN XA LFEMEZAANL FE, £F, BAXR. ZE%
Hh 6 MNEFWHFET 75%. EARTHEALRGTET, B L
P 2% AT 4K ok, B,

100%

90%

80%
70%
60% -
A Tkt [ kH

SBPGEE IRRALL | A B[ ¢ [E LA 1% o ]

$r ik JE: McAfee, Hacking the Skills Shortage

K1 rE EE XM & T2 AT HREL
2. NARAR M Fo g 2 BRAF T R BRI A AR b, FOREE A48
TR BT
REAEE. BA, XE. UEFIESNMERAEEF, NEth
T e A B TF 00 B A, e AR -3 A A 34 B

16 $r4EEJE: Cybersecurity Ventures
13
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75.8%, HKREZZABUEFEL 723%. 6%, UNERN. H4EHF
K REGR. REJFENNEOGIORE AR ENER. BE
ISR B B 62, X — 7 WA BUR B 1 B W 4 A
R R, EENE LAY AR RAT LT IR; 5 —7
THT 0, 45 7 ) Y 4 2 BOR B ) A B0 B B ) B IR B AR A

90%
80%
70%
60%

50%

40%

ERAT MAME HBHX & XE  NEs HHE ®E

Nz AN REZM  eecees R ek
BARERFE eeeees EiVNGEE A &8 7

¥k JE: McAfee, Hacking the Skills Shortage

B 2 WMEZAANTHEFTEREL
3. WM& A ML ARFIHHFSAS, X FHYLK T4
Pl % 2 A N skt . RIBEES, 51K T M 4% %4 B 3 B
HybiE R . HRIE Robert Walters & B 75, 2018 4 W 2524 Mok A
R FRIE L B 7%. B R, P& 24 5 A 3 FOK P am A2 H At T i
fr. REAEE. BR. EE. WEFENERRAERET, ME%
ARV AR FHRGHSLFHTHE 27 FY. fl, ZENEZ2

17 dEKYE: OECD
14



R E X424 A B (2018) R [E 5 Bl AE T B

Molk A B AR A IT KA g 6500 270, W 9%; &
BRI Mg AEMT, FFHFHLE 233 7ET. 5T EREEL
2'E (CISO), XU T B iE ¥ W 452 2 HK B Ay A0 18 22 4 i bk

4
3.4

2.7

| Hﬂﬂﬂ

LA %) e [ HA 125 it

Bk JE: McAfee, Hacking the Skills Shortage

B3 P %Ad ol AR IR
Z. EiFMERE~LEELRIFR
(—) &N 24 = LRAER_TEK
2017 442 3R 4% 2 7 HIAE 4 2| 989.86 17, T4, %t 2016 4F3%
K 7.9%, Bit 2018 FFH K & 1060 2. 0. N FF, 2% s
FEolb 33 7 2015 F ik B i £ B 17.3%, MG El % Z 245 8%H 3 K
K.

18 H 4 KYE: Gartner Information Security, Worldwide, 2015-2021
15
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(L2355 T0)
1,200 16%
12%
800
ﬁ‘\‘&_\ 8%
~
400
4%
0%
2013 2014 2015 2016 2017 2018E
O/ —a— KR

Y KIE: Gartner
B 4 2013-2018 A3k 4 WK FIL

EXEAHAE, XX ETKESHARE; ARXRFR
EHK, MBS TRE—; TR, MEMIE=. &
i, RE. @ RN EM AL EH X 2017 4 7 37 ALAE A | 408.76 1%
TG, #2016 FHK 9.24%, 2IRA LA 41.29%, FF LA KKK
wa; EE. EE. =% 16 MEREXTIHAE ST 26729 0%
TG, 2016 FH# K 6.5%, 2Ikd bl 27%; BAR. BAFT. BWE
410 NI AE 577 b AL AT 225.08 122 70, 2 2016 43 K 9.53%,
AR LN 22.74%, (R TERER, HEALTL2HRE —; FM. £
W, T RMNFR TR ZETHAARN 8874 L X0, 2 & A

8.97%.
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(b A2k
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